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Abstract

An MDS (maximum distance separable) matrix is a square matrix where all its submatrices are non-
singular. The MDS matrices are used in some cryptographic systems' encryption and decryption
processes. The decryption process involves using the inverse matrix from encryption, so choosing
matrices with easily computable inverses is efficient. Orthogonal and involutory matrices are particularly
advantageous in this regard. On the other hand, circulant matrices are more storage-efficient compared
to general square matrices. Recent research highlights include Cauchois and Loidreau's 2019 proof
that there is no involutory circulant MDS matrix of order 2m for m = 2 over a field with characteristics
p = 2, and Adhiguna et al.'s 2022 finding that there is no orthogonal circulant MDS matrix of even order
and order divisible by p > 2 over fields with characteristic p. Current research explores the existence of
MDS matrices over the ring R, ,, defined as F, + vF, + vZIFq where v3 = v and q is a power of a prime
p. This paper shows that there is no involutory circulant MDS matrix and no orthogonal circulant MDS
matrix of certain order over R, ,.
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Introduction

In today's digital age, advancements in technology continue to grow, greatly enhancing human
convenience. Specifically within information and communication technology, numerous activities are
now conducted through digital platforms like mobile phones and email. As these technologies evolve,
ensuring secure communication is paramount to safeguarding messages from unauthorized access.
Cryptographic systems serve as a crucial solution in ensuring the confidentiality and integrity of digital
data.

Block ciphers, a form of cryptography widely used in digital data communication, consist of two
main algorithms: encryption and decryption. The encryption algorithm converts the original messages
(plaintext) into codes (ciphertext) before they are transmitted, while the decryption algorithm converts
ciphertext to the plaintext before the messages are received.

In the design of block ciphers, Shannon introduced the concepts of confusion and diffusion [8].
Diffusion is achieved by a component of the algorithm known as the diffusion layer, while the confusion
layer handles the algorithm's confusion process. The diffusion layer's role is to obscure the relationship
between ciphertext and plaintext through linear mappings represented by matrices, which significantly
influence its diffusion capability. The effectiveness of a matrix in the diffusion layer is measured by its
branch number, with matrices possessing a large branch number being highly desirable. MDS
(maximum distance separable) matrices, known for their maximum branch number, are commonly used
in diffusion layers of many ciphers.
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An MDS matrix is needed for more efficient computation, as it provides low complexity or
minimizes memory in the encryption and decryption processes. On the other hand, an n X n circulant
matrix has at most n different components. A circulant matrix is a matrix whose rows can be obtained
from cyclic permutations of the first row. Thus, a circulant matrix is very profitable in terms of storage
memory. In 1997, Daemen et al. found that the probability of finding a circulant MDS matrix is greater
than a random square matrix [4]. The decryption process involves using the inverse of the MDS matrix
used in the encryption process. Choosing an MDS matrix for which finding the inverse is straightforward
is more efficient; examples include involutory MDS or orthogonal MDS matrices. An involutory matrix is
one where its inverse is the matrix itself, while an orthogonal matrix has an inverse that is its transpose.
Therefore, if a cryptosystem utilizes an orthogonal MDS or involutory MDS matrix, the decryption
process uses either the matrix itself or its transpose, resulting in reduced memory complexity. An
alternative for achieving low complexity is to utilize an involutory circulant MDS matrix or an orthogonal
circulant MDS matrix.

Previous studies have demonstrated the existence of such circulant MDS matrices in fields with
specific characteristics and at certain matrix sizes. Gupta and Ray (2015) [5] established that there is
no 2n x 2n orthogonal circulant MDS matrix over fields with characteristic 2, and they also proved the
absence of n X n involutory circulant MDS matrix with n = 3 in such fields. Additionally, Cauchois and
Loidreau (2019) [3] demonstrated that no 2n X 2n involutory circulant MDS matrices exist over fields
with prime characteristic p > 3 for n = 2. Furthermore, Adhiguna et al. (2022) [1] proved the non-
existence of orthogonal circulant MDS matrices of even order and order divisible by a prime p > 2 over
fields with characteristic p. This research investigates the presence of orthogonal and involutory
circulant MDS matrices over the finite ring R, ,, defined as F, + vF, + vleq where v3 =v and g is a
power of prime number p.

MDS Matrices over Rings
Let R denotes a commutative ring with identity e, and R™ denotes the set of n-tuples of elements from
R, which forms an R-module. A subset C of R™ is a linear code over R of length n if C is an R-
submodule. If the code C is a linear code with length n and dimension k, then C is a linear code with
parameter [n, k]. The elements in the linear code C are called codewords.

Let ¢ = (¢, C3, -, C) € C be a codeword. The Hamming weight wt(¢) is the number of non-zero
components of the code ¢. For an element x € R, the Hamming wight wt(x) is defined as

i ={ iy Zo

The Hamming distance of X = (xq, x5, ... ,X,) @and ¥y = (y4, Vs, ... , ¥) in C, denoted as d(x, ), is
the number of distinct components between codewords x and y. In other words, the Hamming
distance d(x, y) is the Hamming weight of (x — ¥).

The Hamming distance function satisfies the properties of the metric space as follows.
d(x,y) = 0 for every x,y € R™.
d(x,y) =0ifand only if x = y.
d(x,y) =d(y,x) = 0 for each x,y € R™.
d(x,2) <d(x,y) + d(y,2z) foreach x,y,Z € R™.
For an arbitrary linear code ¢, the Hamming distance of C, denoted as d(C) or d, is the smallest
Hamming distance between any two non-zero codewords in C:
d = min{d(x,y)|for every X,y € C}.

The Hamming distance d can be considered as the smallest Hamming weight of the non-zero

codewords in C:

A

d = min{wt(¢)|for every ¢ € C}.
Linear code C is called an [n, k, d] linear code if it has length n, dimension k and a Hamming
distance d. The relationship between n, k and d is given in the following theorem.

Theorem 1 [7]
If Cis an [n, k,d] linear code thend <n—k + 1.
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Definition 1 [7]
An [n, k,d] linear code is called an MDS (maximum distance separable) code if it satisfies
d=n—k+1.

The generator matrix of an [n, k, d] linear code C is a matrix G where its rows form a basis of C.
It has size k x n. By performing elementary row operations, the matrix G can be written in standard
form, that is
G= [1k|Mk><(n—k)]-
where I, is the identity matrix of size k x k and M is a k X (n — k) matrix. An MDS code can be
characterized by its generator matrix.

Theorem 2 [7]

An [n, k,d] linear code C with generator matrix G = [I,|M] is an MDS code if and only if every square
submatrix of M is non-singular.

In other words, Theorem 2 gives information that the matrix M is an MDS matrix if and only if the code
C is an MDS code.

Next, we will provide the definitions of the matrices central to this study: circulant matrix,
orthogonal matrix and involutory matrix.

Definition 2 [3]
Let R denotes a commutative ring and A be an n X n matrix over R.
1. Matrix A is called a/an circulant matrix if it can be expressed as

Ao a, an-1

L , apn-1 Qo .. Gp2
A = circ(a) = circ(ag, Ay, v, Q1) = R .
a; a; .. Qg

where ay, a4, ...,a,_1 € R.
2. Matrix A is called a/an orthogonal matrix if AAT = I,,.
3. Matrix A is called a/an involutory matrix if A2 = I,,.
where [, is the identity matrix of size n X n.

The Ring R, 4
Let p = 2 be a prime number, g = p" for some positif integer r and F, be the finite field with g
elements. The ring R, , is defined by F, + vF, + v*F, := {a + vb + v*c|a, b, c € F, with v* = v}. Itis

Fqlv]
<v3-v>’

isomorphic to the polynomial ring The unit elements in the ring R, , are described in the

following lemma.

Lemma l
Any element a + vb + v?c € R,  isaunitifand only if a, a + b + c and a — b + c are units in F,.

Proof.
(=) Leta + vb + v’c € R,, be a unit. Then there is an element x + vy + vz € R, , such that
(a +vb + v3c)(x + vy + v?z) = 1. Note that
(a+vb+vic)(x + vy +v?z) =1
sax+vbx+ay+cy+bz)+vi(cx+by+az+cz) =1
oax=1,bx+ay+cy+bz=0,andcx+by+az+cz=0
oax=1lax+ (bx+ay+cy+bz)+(cx+by+az+cz)=1
andax — (bx+ay+cy+bz)+ (cx+by+az+cz)=1
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cax=1@+b+)x+y+2)=1@—-b+c)x—-y+2)=1
©a,(a+b+c)and (a—b+c)are units in F,.
(=) Leta+vb +vic € R,, suchthata,(a+b+c)and (a— b+ c) are units in F,. Then there are
x,sand tin F, suchthatax =1,(a +b+c)(2s) =1and (a — b +¢)(2t) = 1. Write y = s — t and
z=s+t—x,then
(a +vb +v2c)(x + vy + v?z) = ax + v[bx + ay + cy + bz] + v*[cx + by + az + cz]
=ax +v[(a+c)y+blx+2)]+v?(a+c)(x+z)—ax + by]
=ax+v[la+c)(s—t)+bs+)]+v?[(a+c)(s+t)—ax+b(s—1t)]
=ax+v[l@a+b+c)s—(a—b+)t]+vi[—ax+(a+b+c)s
+(a— b+ o)t]
= ax
=1
Hence, a + vb + v%c € R, is a unit.

By applying the Chinese Remainder Theorem, we can obtain orthogonal idempotent elements
in R, ,. These elements are (1 — v?), ”’ZLl(v2 + v) and p7+1 (v? — v) that satisfy

+1 +1
a-)+—en+ et -n =1
Every element a + vb + vc in the ring R, , can be uniquely written as

p+
2
For simplicity of the writing, we use the notation p; = (1 — v?), y, = pT“(vz + v) and

p+

(1-v®a+ 1(vz+v)(b+c)+ Zl(vz—v)(c—b)

Uy = pzil(v2 — v). Therefore, we can write every element a + vb + v?c in the ring Raq @S
a+vb+v%c=p(a)+ u(b +c) + pus(c — b).

Matrices over R; 4
In this section, we will present some results regarding the properties of matrices over the ring R, ,. Let
A be an n X n matrix over R, 4, written as follows

a4, +vbyy +V%cy;  agp Vb, + V3¢, . Qg + Vb, + V0,
2 2 2
a vb vec a vb vec . a vb vec
A= [aij +vby; + VZCij] — |2+ 21 +V%C1 Ay t+ 22 T V%Cy : on T 2n +VCop
anl + Ubnl + vzcnl anz + Ubnz + Uz an ann + Ubnn + UZCnn

Then A can be uniquely written as
A=A + 1A, + u3ds 1)
where A, = [a;;], A; = [b;; + ¢;j] and A3 = [c;; — byj].
If Ais an n X n circulant matrix over R, , and written as equation (1), note that

A = circ(a;; + vhy; + v23¢iq, o , Qi + Vb + V2C1y)

= circ(uy[ags] + palbyy + ci1] + wzlers — bugl o wilasn] + pa[bin + c1nl + w3lein — binl)

= circ(uifay ], ., milasnl) + circ(pua[byy + €11l o) Ha[bin + c1n])

+circ(uzlegr — bugl, oy ualern — binl)

= wcirc([ay], .., [a1n]) + pa([b1y + c11l, o) [1n + €10]) + pscire([cyy — byal, oo, [€1n = b1nl)

= WAy + 1A, + 1sA;
Therefore, A is a circulant matrix if and only if A;,A, and A; are circulant matrices. The following
theorems present results concerning the properties of matrices over the ring R, ;.

Theorem 3

LetA e [Rzyq]nxn written as equation (1). Then 4 is an orthogonal matrix if and only if 4,, A, and A5 are
orthogonal matrices.
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Proof.
We have
AAT = W ALAT + 1 A4 + 13 A5AL
(=) Suppose 4 is orthogonal and AAT = [wy;], A,AT = [x;;], 4,47 = [yi;], As AT = [z;].
e For the (ij)*" entry where i # j, we have
Wij = WXij T WaYij + HaZjj

p+1 p+1

T) (Uz + U)Yij + (T) (772 - U)Zij

p+1 p+1

=1= xl-j + U(T) (y” _Zij) + 'UZ [(T) (yU + Zij) - xij]
p+1 p+1

= x;; =Ly — 25 =0, (T) ij (T) zij —%;; =0

1 1
= xl']' = 1'yi]' _Zij = O,Eyu +EZU =1

= Wij = (1 - Uz)xl‘j + (

=>xij=yij=zij=1

e For the (ij)*" entry where i = j, we have
Wij = WX + HeYij + HsZij
p+1

+1
=w;=1- vz)xij + (T) (w? + v)y;j + (pT) w?* - v)z;;

p+1 p+1
=0= Xij +v (T) (y” - Zij) + v? [(T) (yU + Zij) - xij]
p+1 p+1
= Xij = O!yij —Zjj = 0, (T) Yij + (T) Zij — Xij = 0
1
- xl']' = O'Yij _Zij = O,EYU +Ezij =1
= X = Yi; =2 =0
Hence, A4,, A, and A5 are orthogonal matrices.
(<) Suppose 4,, 4, and A5 are orthogonal matrices, such that 4,;AT = 4,AT = A;AY = I,,. We have
AAT = 1 AL AT + A AT + 3 A AL
=Wl + wol, + usl,
=1,

Therefore, A is also an orthogonal matrix.

Theorem 4
Let A € [Rzlq]nxn written as equation (1). Then A is an involutory matrix if and only if A;, 4, and A5 are
involutory matrices.

Proof.
The proof is almost similar to the proof of the Theorem 3.

Theorem 5
Let A € [R,4]"" written as equation (1). Then
det(A) = p, det(A4;) + p, det(A4,) + ps det(43)

Proof.
We will prove this by mathematical induction on the matrix size.
e Forn = 2, we have
A= (a11 +vbyy +v%c;1 agp + by + vzclz)
Ay, + Vbyy + v2cy;  ayy + Vbyy + vy,

_ (all aiz) <b11 +c11 bt C12> (011 —byy 12— b12)
=MW 2 3

az1 Qz by1 +¢1 byt Cpp Co1 —ba1 €35 — by
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= WAy + 1A, + H3ds
Note that
ay, + vbyy +v%cy; A + Vb, + V2cyy
Ayq + Vbyy + V%Cy  Ayy + Vhyy + VCy,
= (a1 + vbyy + v%c11)(azz + by + v2C23) — (Arz + Vbyp + vPe13)(azy + Vb + vPcy)
= [p1a11 + 2 (b1g + €11) + Ba(c1n — bi) ][ azz + 12 (baoz + €22) + p3(c22 — b22)] —
[Miaiz + pa(biz + €12) + p3(c12 — bi2)][M1az1 + a2 (bay + €21) + p3(c21 — bay)]
= [M1a11a22 + Mz (byy + €11)(b2z + €22) + B3(€11 — b11) (€22 — b22)] —
(112051 + Mo (D12 + €12) (b21 + €21) + H3(C12 — b12) (€21 — bay)]
= W la11az5 = A12051] + Ma[(b1y + c11)(B2z + €22) — (b1z + €12)(b2y + c21)] +
Hz[(c11 = b11) (€22 — baz) — (¢12 — b12) (€21 — bay)]
= py det(4;) + p; det(4;) + psdet (4s)
Therefore, the statement holds for n = 2.
¢ Assume that for n = m — 1 the statement holds. We will prove for n = m.
Now, let 4 € [Rzlq]mxm. We can write A = [a;; + vb;; + v%c;;] as
A=A + 14, + 1343
where A; = [a;;], 4, = [by; + c;j] and Az = [c;; — b1
Let W;; be the minor of a,; + vb,; + v?cy; in A, X;; be the minor of a,; in 4;, Y;; be the minor of
(by; + ¢y;) in A, and Z,; be the minor of (¢;; — by;) in A5. Notice that

det(4) =

det(d,) = ) (~1)" @y
i=1
m

det(A,) = Y (=1 (by + 1)V
i=1

det(4;) = Z(—l)n (c1i — b1)Zy;

Now, suppose D;; be a submatrix of A where the 15¢ row and i*" column are deleted. Matrix D;
fori = 1,..,m can be uniquely written as D;; = p,Di; + p,DZ + p3D3;,. Hence, Wy, is det (Dy;), Xy;
is det (D), Yy; is det (DZ) and Zy; is det (D3;). By the hypothesis, we have

Wi = Xy + uYa; + W32y
fori =1,..,m. Hence, we have

m
det(A) = D (=17 (ax; + vby; + V2, )W

i=1

m
= Z(_l)n [Myay; + pp(by; + c1p) + uz(ey — by [ Xq + WYe; + U3 Zy;]

i=1

m
= Z(—l)" [y Xy + up(by; + c1)Ya; + us(eq; — bii)Zy;]

=1 m m m
=W Z(—l)" ay; Xq; + 1 Z(—l)" (by; + c1)Y1; + 13 Z(—l)” (c1i — b1)Zy;
i=1 i=1 i=1

= p, det(4;) + p, det(4;) + p; det(43)
We conclude that the statement holds for n = m.

Theorem 6

Let A € [R,,]""" written as equation (1). Then det (A) is a unit in R, if and only if det(4,), det (4,)
and det(4;) are units in F,.

Proof.
From the previous theorem, we have
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det(A) = p,det (4,) + ppdet (4,) + psdet (43)
= (1 —v?)det (4,) + (lozi) (v? + v)det (4,) + (p al 1) (v? — v) det(43)

2
— det(4,) + v (p Jz’ 1) [det(A,) — det(43)] + v? [— det(4,) + <p%1> (det(4,) —det(A3))].

Based on Lemma 1, we conclude that det(4) is a unit if and only if det(4,),det(4,) and det(43) are
units in .

Orthogonal and Involutory Circulant MDS Matrices over R,

The following are previous results about circulant MDS matrices of a certain order, wheter involutory or
orthogonal, in a field with a prime characteristic p.

Theorem 7 [3]
Let p = 2 be a prime number, m = 2.Then there is no involutory circulant MDS matrix over a field of
characteristic p of order 2m.

In 2022, Adhiguna et al. proved this theorem.

Theorem 8 [1]
Let p > 2 be a prime number, k = 2 be an integer and n = kp. Then there is no orthogonal circulant
MDS matrix over a field of characteristic p of order n and of even order.

Based on previous results and properties of matrices over R, ,, we prove the non-existence of certain
order involutory circulant MDS matrices and orthogonal circulant MDS matrices over R, ,.

Theorem 9
Let p = 2 is a prime number and g = p” for some positif integer r. Then there is no involutory circulant
MDS matrix over R, , of order 2m for m = 2.

Proof.
Assume that there is an involutory circulant MDS matrix over R, , of order n = 2m for m = 2, namely
matrix A = [ai]- + vb;; + vzcij]nxn. Matrix A can be uniquely written as A = p;4; + w4, + u3A; where
Ay = [ai ] 4, = [by; + ¢;j]" and A; = [c;; — by]""" are circulant matrices over F,. By Theorem 4
and Theorem 6, we have
det(4) = p,det (4;) + p, det(4,) + pg det(4s).
where A, A, and A5 are also involutory circulant matrices. Let matrix A} = [aij]RXR be any submatrix of
A,. Choose 4} = [b;; + Cij]ka and 4% = [¢;; — bij]ka such that
I kxk ! ! !

A = [ai; +vb; +v2c;] = WAL + 1A, + psAs'
Itis clear that det(A") = p,det (4;") + pn, det(4,") + pg det(4;5") and A’ is submatrix of A. Since matrix A
is MDS, then det (4") is a unit. It implies det(47), det (43) and det(43) are units by Theorem 7. Hence,
matrix A, is an involutory circulant MDS matrix over [, of order n = 2m for an m > 2. It contradicts
Cauchois' result in Theorem 7.

Theorem 10

Let p > 2 be a prime number, g = p” for some positif integer r, and k = 2 be an integer and n = kp.
Then there is no orthogonal circulant MDS matrix over R, , of order n and of even order.

Proof.
The proof is almost similar as the proof of Theorem 9.
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Conclusion
There is no involutory circulant MDS matrix of order 2m for m > 2 over R, . For integer and k = 2,
there is no orthogonal circulant MDS matrix over R, , of order kp and of even order.
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